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Research for Al Safety and Security — Motivation

must be capable

to meet the requirements

of safety-critical applications
and also secure against

attacks and misuse.
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Institute for Al Safety and Security

Sankt Augustin and Ulm — Germany — www.dlr.de/ki

Al Engineering

Algorithms & Hybrid Solutions

Safety-Critical Data Infrastructures

Execution-Environments &
Innovative Computing Methods

Ethical, Legal & Social Aspects
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Institute for Al Safety and Security

Algorithms & Hybrid Safety-Critical Data Execution Environ. &

Al Engineering Solutions Infrastructures Innov. Comp. Methods

Business Development & Networks

Operation

Test and Approval

System Architectures

Processes, Methods and Tools

Adequate Data Basis

Trusted and Distributed Data Infrastructures

Ethical, Legal and Social Aspects & Technology Assessment
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Generic Al-based Functionalities — Types of Al
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Generic Al-based Functionalities

i DLR

Pattern extraction from data as well as pattern recognition K
Identification of cause and effect relationships and functional relationships
Classification and categorization of data as well as cluster analysis T <
Analysis of networks or graph-structures

Analysis of image data to e.g. extract and classify objects SR e 1T
Analysis of video data with a focus on e.g. object extraction, -classification and -dynamics

Analysis of audio data with regard to language, music and mood/sentiment etc.

Full text analysis with regard to central statements, lines of argument and mood/sentiment etc.

Prediction of the development of a system — e.g. object movements and development of patterns
Action and movement planning as well as control on different system levels
Manipulation of objects

Integration and explication of "knowledge"
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What is about to Change ... Artificial Intelligence

Mnisedi

engineers Processes and
Solutions & Atrtificial Intelligence

Artificial Intelligence |

Information/Knowledge-Driven / -Centric
Processes and Solutions

Data-Driven / -Centric
Processes and Solutions
Humans

are driving the
Processes as well as
the Developments

Computer Aided X

Machines
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Automated and Connected Driving

Level O
no Automation

Level 1
Assisted

Level 2
Partial Automation

Level 3
High Automation

Level 4
Full Automation

Level 5
Autonomous

Different Deployment Strategies
and Use-Cases

no cooperation

provision of function-specific data / information
(i.e. handling of data/information by recipient remains open;
use without explicit feedback to sender)

Level b + integration into receiver’s situational
picture and feedback to sender

Level ¢ + coop. developm. of a situational picture

with the aim of a common situational picture
(possibly including joint interpretation or plausibility check)

Level d + cooperative planning with
a fixed goal structure

(possibly a differentiation regarding driving tasks could be
useful (strategical / tactical / operational))

Level d + cooperative planning with
a flexible goal structure

(possibly a differentiation regarding driving tasks could be
useful (strategical / tactical / operational))

Level a

Level b

Level c

Level d

Level e

Level *
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Automated and Connected Driving — Safety & Security by Design

Level O
no Automation

Level 1
Assisted

Level 2
Partial Automation

Level 3
High Automation

Level 4
Full Automation

Level 5
Autonomous
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User,
Competencies and
Skills

Safe & l Development,

Functions and
Execution-
Platforms

Procedures and

Operation Consider

possible Attack
Vectors

Different Deployment Strategies
and Use-Cases

no cooperation

provision of function-specific data / information
(i.e. handling of data/information by recipient remains open;
use without explicit feedback to sender)

Level b + integration into receiver’s situational
picture and feedback to sender

Level ¢ + coop. developm. of a situational picture

with the aim of a common situational picture
(possibly including joint interpretation or plausibility check)

Level d + cooperative planning with
a fixed goal structure

(possibly a differentiation regarding driving tasks could be
useful (strategical / tactical / operational))

Level d + cooperative planning with

a flexible goal structure
(possibly a differentiation regarding driving tasks could be
useful (strategical / tactical / operational))

Level a

Level b

Level c

Level d

Level e

Level *
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Automated and Connected Driving — Safety & Security by Design

User,
Competencies and

Skills Safe / Secure

v

Fail Safe / Secure

\

Fail Operational

\

Functional Degradation

\

Self Healing

Development,
Functions and
Execution-
Platforms

\J \J

Consider Continuous Resilience
possible Attack

Vectors Improvement

Procedures and
Operation
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Product Development — Incremental and Iterative — DevOps

[
»

Variants

All possible situations and
all possible variants

All relevant situations and
all relevant variants

situations and variants
represented in training and
validation data sets

Situations / Scenarios

[ Al-based Model ]

v

Model
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Product Development — Incremental and Iterative — DevOps

Collect and refine

requirements — e.g. Deployment — following a
define Scenarios deployment strategy
and ODD

Preprare training and

validation Data Plan following

increment

Operate & collect

Build Al based on data

training and
validation data

Dev Ops

Monitor and assess
—— the Al's
performance

Overall quality
management and -~

process improvement Release

Test — e.g. safety Post-process field and
approval performance data

‘ /.#7
DLR
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(4) Catena-X

Automotive Network

Funded Projects — Catena-X qa»

Catena-X — Joint Mission

= We offer the most user-friendly environment for the construction, operation and collaborative
use of end-to-end data chains along the entire automotive value chain.

» The resulting data ecosystem makes us unique and is an important factor for the sustainable
development of the industrial sector as well as the individual companies.

» |trewards all participants with above-average resilience, innovative strength and profit opportunities.
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@) Catena-X

Automotive Network

Funded Projects — Catena-X wn
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G0 simulation Al/ML
processing
New Product Feature Optimized Production Intelligent and Predictive
(e.g. integration of practically relevant feature) (e.g. by intelligent testing) operational Support

(e.g. predictive maintenance)
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Data Spaces & Privacy Enhancing Technologies

Data
Consumer

Data
Provider
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Data Spaces & Privacy Enhancing Technologies e

Data
Consumer

Data
Provider
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Add Noise
Aggregation (Stat.)
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Homomorphic
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Summary & Take-Home Message

— Advances in the area of Al Safety and Security are urgently needed in order to overcome barriers to success
for new technological developments in application areas relating to a trustworthy and safe use of Al.

— Industrialize Al for safety-critical systems and systems with high security
requirements — proof of safe and secure Al

— Establish a solid foundation for Al-Engineering

— Improve methods and algorithms

— Consider safety and security as an integral aspect

— Provide execution-platforms with respect to innovative computing approaches

— Research on ethical, legal and social aspects in a inter-/transdisciplinary
approach

— This is of high relevance for DLR’s established research areas and many other fields of applications
beyond the scope of the DLR.
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Al-based Functionalities and systems — Plausible Expectations

» Al must be aware that there are “bad guys” (everywhere) — possible attack vectors

= Al as atarget — direct and indirect, e.g.

training and validation data as well as operational data

execution platforms (hard-/software) and surrounding system components
Al-technologies and -methods, due to abilities and limitations — e.g. by adversarial and denial-of-service attacks
= malware injected during e.g. maintenance of Al-based components or integration of new knowledge blocks

= Al as a tool

= part of (smart) malware and ransomware

= coordinate attacks and adapt attack-strategies (e.g. identify and use the right moment, raise efficiency)

= mimic behavior — e.g. to deceive anomaly detection and to drive adapting and self-improving phlshlng ,
attacks (e.g. imitate writing styles or utilize context information from social networks) :

= improve fake landing pages with connection to social networks and interests of target persons

= identify vulnerabilities — e.g. identify files with attack-relevant content

= part of (smart) intrusion detection — e.g. to establish anomaly detection on host or network level
= improve detection of phishing attacks und malware

= establish e.g. smart honey-pots or implement smart algorithms to estimate attacker’s identities
» raise efficiency and scale assessments of robustness or vulnerabilities

= basis for continuous authentication
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Al-based Functionalities and systems — Plausible Expectations

The human/al-

interaction and
human-in-the-loop
topics will remain

highly relevant *

Data provenance
topic
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